From: Scholl, Matthew (Fed)

To: Dodson, Donna F (Fed); Tabassi, Elham (Fed); Young, Henry D. (Fed); Stine, Kevin M. (Fed)
Subject: Re: Expanding Our Role, Expanding Our Impact

Date: Thursday, November 30, 2017 5:24:52 PM

Attachments: Expanding Our Role, Expanding Our Impact v2 ET[1].docx

Some initial suggestions attached.

| am not too comfortable with the quantum part. How it reads is what we are currently doing and
will be well along the way by the time this comes to anything, if at all. Today we closed for quantum
submissions for example.

| think it needs to be more about crypto for the future, quantum being only one part, if this is about
growing programs.

From: "Dodson, Donna F (Fed)" <donna.dodson@nist.gov>

Date: Thursday, November 30, 2017 at 4:59 PM

To: "Tabassi, Elham (Fed)" <elham.tabassi@nist.gov>, "Young, Henry D. (Fed)"
<henry.young@nist.gov>, "Stine, Kevin (Fed)" <kevin.stine@nist.gov>, "Scholl, Matthew (Fed)'
<matthew.scholl@nist.gov>

Subject: Re: Expanding Our Role, Expanding Our Impact

Here is something on |[dM

From: "Tabassi, Elham (Fed)" <elham.tabassi@nist.gov>

Date: Thursday, November 30, 2017 at 4:37 PM

To: "Young, Henry D. (Fed)" <henry.young@nist.gov>, Kevin Stine <kevin.stine@nist.gov>,
Matthew Scholl <matthew.scholl@nist.gov>, "donna.dodson@nist.gov"
<donna.dodson@nist.gov>

Subject: Re: Expanding Our Role, Expanding Our Impact

My comments + edits are in the attached file. Feel free to accept or reject as you see fit.
Happy to talk.

Elham

Elham Tabassi

Acting Chief of Staff, Information Technology Laboratory
National Institute of Standards and Technology
3019755292

From: "Young, Henry D. (Fed)" <henry.young@nist.gov>
Date: Thursday, November 30, 2017 at 3:18 PM
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NIST’S INFORMATION TECHNOLOGY LABORATORY: Expanding Our Role, Expanding Our Impact



Our Nation needs to improve its cybersecurity. In the past year, cyberthieves stole $81 million from the Central Bank of Bangladesh, two enormous data breaches nearly derailed Verizon’s nearly $5 billion takeover of Yahoo, and Russian hackers interfered in the American presidential election.[footnoteRef:1] The Federal Government, critical infrastructure sectors, and all Americans increasingly depend on cyberspace. The advances of technologies such as the Internet of Things (IoT) and artificial intelligence (AI) are resulting in computers handling not just sensitive information such as credit card details, but also critically important information such as vulnerable human bodies. Simultaneously, the threats posed by criminals, governments, hacktivists, and terrorists are growing in frequency and impact. Within this seemingly saturated threat environment, the quantum computing revolution casts its shadow . 	Comment by Young, Henry D. (Fed): We should think hard about including this point. Might we soften it to say that hackers hacked a political party?

Elham: you are correct that we should either delete or re-phrase it.	Comment by Young, Henry D. (Fed): Over the top? I think we should include something about quantum that makes it clear that it’s a when and not an if and it is no longer “over the horizon” but within view.

I dont think this belongs here.  This reads like Quantum is a tool of the threats specified in the previous paragraph.

We could shorten the Threat-Spooky opening and have a section on new-emerging promising technology that gives us an opportunity to get things right early and secure the future.   [1:  “How to manage the computer security threat”, The Economist, Apr 8 2017. ] 


Our government partners’ activities have focused, and continue to focus, on responding to incidents rather than preventing them. The focus on responding to attacks has created a void in fundamental research to measure privacy, security, and vulnerability of software tools and communication networks. NIST has the technical and policy expertise, as well as a nearly half-century proven track record of successfully working with the private sector, academia, and government partners to reduce and manage these risks as well as ensure that the internet can be a source of innovation and growth. Using a one-two punch of conducting foundational cybersecurity research and transferring that research to policy and practice, we can expand our role and expand our impact. One reason computer security is so bad today is that few people were taking it seriously yesterday.[footnoteRef:2] Knowing the consequences, we cannot afford the same mistake. [2:  Same reference as above.] 


Cyber Reference Data

Knowledge is power and organizations lack a comprehensive baseline of information to understand their own IT or operational environments. By closing the knowledge gap with standardized, authoritative data, NIST will help organizations determine what threats they face, how vulnerable they are, and ultimately what they can or should do to improve their cybersecurity. NIST’s cyber reference data will enable machine speed capabilities to identify, detect, protect, and respond to threats occurring at speed and scale thereby reducing the likelihood of a successful attack and the impact of a successful attack should one occur.	Comment by Young, Henry D. (Fed): Near-real-time?
I am OK with that as a substitute.

secure lifecycle	Comment by Young, Henry D. (Fed): We could also consider adding update and dispose to the original title “Design/Build/Deploy Secure.”

The concept is to significantly reduce the need to have to update in the first place.  We could add dispose.

We reject the notion that ``IT comes with bugs’’ or that software bugs are inevitableWe should not accept that IT comes with bugs. Working with industry, we can will design tools, programming languages, software and libraries, methodologies, and incentives to dramatically reduce diminish vulnerabilities in IT both before it ships to end users, and after it has been deployed. Secure products that are easy to maintain, easy to employ useable security, and enable easy to recovery from incidents, will significantly reduce the opportunities available to threat actors and will ultimately secure our digital economy.	Comment by Tabassi, Elham (Fed): Libraries is a technical term here which not all readers would know. Change to “software” or “software libraries”	Comment by Tabassi, Elham (Fed): “secure products” implies that security has been employed.

Quantum Generation Crypto 	Comment by Scholl, Matthew (Fed): This is what we are currently doing and is not a change or increase.  I dont think this is just quantum or use this title.

[bookmark: _GoBack]New technologies like quantum computing are at our doorstep. They come with the promise of establishing trust while protecting privacy partly because they will work fundamentally different than the current computing paradigm.  That means today’s encryption technologies will not work for tomorrow’s quantum computing.  NIST will maintain, update, or create devise new encryption technologies to protect our national and economic security  in a post quantum worldfrom the threats posed by new quantum and high-performance technologies. By working to protect our government’s and industry’s sensitive information with technology that works in classic and quantum worlds, from criminals, governments, and terrorists alike, NIST will ensure industry is able to harness the power of these innovations and continue to use cyberspace to grow our Nation’s economy.	Comment by Tabassi, Elham (Fed): Maybe this sentence can be deleted? It is rather long and  doesn’t add much. 

Big data, Artifical Intelligence, and Machine Learning (BAM)

Data storage and computing power are now more scaled and accessible more than ever before.  This combination allows organizations to leverage the power of AI and machine learning on big data sets to build or derive knowledge that can dramatically improve our economy and quality of life. These capabilities also pose significant challenges to security, privacy, and integrity of the underlying data and derived information. NIST will work with the private sector, academia, and government partners to create advance measurement science in security and privacy for big data, AI, and machine learning. NIST’s work in this area will create trust and confidence in the security of these technologies, which will cultivate trust in support their growth and value.	Comment by Tabassi, Elham (Fed): Technically, ML is part of AI, so we can just keep AI, I think.

Yes but, AI is more than ML so I think you can have ML without AI.

Cybersecurity workforce moonshot	Comment by Tabassi, Elham (Fed): How is it different from what NICE is doing already? If this is an expansion of NICE, we should say it and say how it complements NICE. 	Comment by Young, Henry D. (Fed): I get this has a specific connotation but if we think we’re 300,000 cybersecurity workers down, I think it makes a compelling case for the Department as well as the Administration to take a hard look at this goal as a signature program, especially in relation to the NSTAC report. While this piece might not be the highest impact, it might be the single best deliverable to take forward and we should consider moving it to the top. It still might be worth striking the word moonshot.

Estimates suggest that our current cybersecurity workforce shortage is anywhere between X and Y and experts expect this gap to grow. Additionally, the gulf between our Nation’s cybersecurity workforce and those of our global competitors is similarly wide and growing. While investments in cybersecurity education are increasing the capacity to meet demand over the long-term, we have an urgent need to quickly close these gaps. NIST will establish a comprehensive program that will involve aptitude testing, proficiency examinations, intensive training programs, and job placement programs including apprenticeships and work-based learning programs to address this national need. We will endeavor to train at least 100,000 workers within three years and establish a sustainable program to ensure a workforce large enough and strong enough to keep pace with our global competitors. 

cybersecurity MEtrology

If you can’t measure it, you can’t manage it. The Congressional Research Service notes that agencies spend 10% of their annual ICT[spell ICT out] budgets on cybersecurity and critical infrastructure invests many millions of dollars on cybersecurity. Yet, executives do not have reliable tools that allow them to answer this fundamental question: How can we ensure we are getting what we pay for? NIST will research, develop, and apply new ways to measure cybersecurity risk and risk management effectiveness, and will focus onwork towards standardizing cybersecurity measurement taxonomy, and ensuring value to strategic decision makers. With this new information, decision makers both inside and outside of government will be able to more effectively allocate resources,  and measure and manage their cybersecurity risk..	Comment by Tabassi, Elham (Fed): Some word(s) are missing between “critical infrastructure” and “invests”. Perhaps “and they”	Comment by Tabassi, Elham (Fed): I changed “focus” to “work” since the focus ought to be broader than just taxonomy.	Comment by Tabassi, Elham (Fed): Perhaps delete this? I don’t understand this…

Protecting privacy in A connected world

The same technology that allows a person to use his cellphone to summon a cab to the corner or adjust his thermostat, allows his location to be tracked or thermostat to be hacked. We need to foster innovation while protecting individuals’ privacy and civil liberties. Violations of privacy or civil liberties can damage public trust and contribute to the breakdown of our democratic values, which in turn can impede the adoption of products and services that underpin U.S. economic growth and quality of life. NIST proposes to develop a comprehensive privacy engineering toolkit to provide engineers with the quantifiable elements necessary to select, implement, and assess privacy protections at a system level, and replicate this across other emerging domains – such as artificial intelligence – to enable organizations to deploy cutting edge technologies that meet the future needs of the nation while upholding public trust. This toolkit will provide organizations the solutions they need to enable privacy-enhancing technologies to operate at scale with the functional components of the system.

CYBER RISK MANAGEMENT	Comment by Young, Henry D. (Fed): This section doesn’t feel new or big.
Elham: perhaps rewrite as work towards CSF 2.0?

Managing risks of all kinds – including cybersecurity risks – is a core function of any organization. To effectively manage cybersecurity risks, an organization needs to be able to make informed decisions within the context of its mission and priorities. NIST will transform its approaches to cybersecurity risk management by meaningfully integrating and streamlining state-of-the-practice standards, guidelines, and frameworks, and improving their clarity and usability to empower organizations to, with a better understanding of enterprise-wide mission risks, make informed cybersecurity, risk management decisions. These new products will help organizations maximize their return on their cybersecurity investments.

 Cybersecurity for the Internet of Things 

The rapid proliferation of IoT devices promises enhanced business efficiencies and consumer experiences but also brings new security and privacy challenges to everyone from developers to consumers. NIST will develop and host a library of cybersecurity and privacy standards, best practices, and tools for applicable groups; research the application of nascent technologies, e.g. block chain, to address IoT cybersecurity challenges; and work with private sector, academia, and government partners to build and promote the adoption of IoT cybersecurity solutions. These standards, best practices, and tools will enable secure use of IoT which will in increase their value to every person who or organization that interacts with IoT devices. 

TechNOLOGY Transfer

Organizations face pressing cybersecurity challenges that inhibit their ability to accomplish their missions. At the same time, advances in cybersecurity technologies are providing a platform for exciting and pioneering approaches – and new market opportunities – to improve cybersecurity within organizations and across the digital economy. NIST will develop practical, usable, scalable, and standards-based cybersecurity solutions to address business needs, with an aggressive focus on accelerating the transfer of these solutions to businesses that need them, and to innovators that will use them to grow our economy.
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NIST'S INFORMATION TECHNOLOGY LABORATORY:
EXPANDING OUR ROLE, EXPANDING OUR IMPACT






To: "Stine, Kevin (Fed)" <kevin.stine@nist.gov>, "Scholl, Matthew (Fed)"
<matthew.scholl@nist.gov>, "Tabassi, Elham (Fed)" <elham.tabassi@nist.gov>, "Dodson,
Donna F (Fed)" <donna.dodson@nist.gov>

Subject: Re: Expanding Our Role, Expanding Our Impact

Attached is a draft that incorporates the pieces y’all provided as well as Elham’s edits and comments
to the introductory section. It also contains some of my own comments. I’'ve made quite a few
changes such that | didn’t think a redline would be helpful. Please send edits and comments to the
group and we can move forward from here.

Henry

From: "Stine, Kevin (Fed)" <kevin.stine@nist.gov>

Date: Thursday, November 30, 2017 at 2:10 PM

To: "Scholl, Matthew (Fed)" <matthew.scholl@nist.gov>, "Young, Henry D. (Fed)"
<henry.young@nist.gov>, "Tabassi, Elham (Fed)" <elham.tabassi@nist.gov>, "Dodson, Donna F
(Fed)" <donna.dodson@nist.gov>

Subject: Re: Expanding Our Role, Expanding Our Impact

Here are mine... | fatigued a bit with the tech transfer one so it's a lot of existing NCCoE text.
Overall, these are likely still a little too long, but could use another set of eyes.

Kevin

From: Scholl, Matthew (Fed)

Sent: Thursday, November 30, 2017 10:15:59 AM

To: Young, Henry D. (Fed); Tabassi, Elham (Fed); Stine, Kevin (Fed); Dodson, Donna F (Fed)
Subject: Re: Expanding Our Role, Expanding Our Impact

Here is my first run.

I am at 30,000 feet and kept to one paragraph. With 4 items, its still about % page so | expect we
will need to make shorter.

Feel free to word smith, change, edit etc.

We were coming up with cheesy titles yesterday as:
“When the budget fairy comes”

“A very special end of CR”

“Go Bigger, Be Bigger, Impact Bigger”

From: "Young, Henry D. (Fed)" <henry.young@nist.gov>

Date: Wednesday, November 29, 2017 at 7:26 PM

To: "Tabassi, Elham (Fed)" <elham.tabassi@nist.gov>, "Stine, Kevin (Fed)"
<kevin.stine@nist.gov>, "Scholl, Matthew (Fed)" <matthew.scholl@nist.gov>, "Dodson, Donna



F (Fed)" <donna.dodson@nist.gov>
Subject: ITL: Expanding Our Role, Expanding Our Impact

All:

Donna and | spoke earlier this evening after she talked to Elham about a submission she received for
this project. A couple things came out of that conversation that we thought would be helpful to
share. First, I've started calling this deliverable “ITL: Expanding Our Role, Expanding Our Impact”
because these will be the first words Walt reads and | felt they were responsive to and in the spirit of
his ask. Additionally, thinking about the document as one with an (admittedly cheesy) title, rather
than another memo, helped put me in frame of mind to try to keep my ideas punchy and at 40,000
feet. We can improve the title or not use it but it has been helpful for me generally.

Second, if we want a document with paragraphs for each new work stream Matt outlined, each
paragraph will look something like: 1-2 sentence on the problem or issue, 1-2 sentences on what
we’re going to do, and 1-2 sentences on the impact we’ll have. That’s it. | recognize these will be
incredibly short and thus will need to be incredibly high level. But | think that high level thinking is
actually what Walt wants.

Third, the expanded full-page descriptions will have expanded sections on the issue or problem,
what we’re going to do, and what impact we’ll have, and an additional section on deliverables.

| think this level of detail will make a strong submission for Walt and will force us to think big enough
to keep the paragraph short enough — if that makes sense. Hope this is helpful.

Henry



